KakBo ca annndpenkoBeTe U
Kak aa ru pasno3Haerte?

Cuneus apzoea
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CbabpxKaHune

e [lpounsxon v oedonHUUKUA
e Kpartka nucropus
e Bupgoe deepfakes
e [eHepupaHe
e Pa3sno3HaBaHe
e [IpunoxeHus
e [lpumepwn
e Cheapfakes
e Wpa



[1Tpounsxon n oedPUHULINGA




OT Kbae npounsnusa TepmuHa ,deepfake™?

lMpou3xoo:

DeepFake = Deep Learning + Fake

HeghopmanHa dechuHuyus:

Ludngelk e cHumMKa, sudeokrnun unu ayouosaruc, cb30adeH ¢ rnomMowima Ha U3KycCmeeH UHMmMesrekm
3a peanucmu4yHO cuMynupaHe usnu rnpoMsiHa Ha nuyama, 08uXeHusima u eriacogeme Ha xopama.

lMpeeod: EBponerickata koMUcus € BKkaparna Ha 6brrapcku e3avk TepMuHUTE:
,AbNOoKo danwmndbnunpaHe”
»ObNOUHEeH danwundukatr”

»AbNOoK hanwmndgukar"



Kpatka ncropus




KpaTtka ncropua Ha nossara Ha gumndgenkose
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Buoose




Buaose gunndpenkose

e n3obpaxeHunsa/Bnaoeo

e ayauo/rnac

e TEKCTOBM (M3non3BaT ce CbLlo TepMuHuTe readfakes, syntetic text)

e reorpadcku



[ eHepupaHe




Kak ce cb3gaBaT aunndenk naobpaxeHusa nnu smagea?

TexHVKKN 3a cb3adaBaHe Ha aunndenk smaea:

e pasMsHa Ha nuua (face swapping)

- FakeApp

- FaceShift
® pEeKOHCTPYKUMs Ha nuua (face reenactment/puppetry)

- Face2face

TexHnKKn 3a cb3gaBaHe Ha AMNNAENK N300 paxeHus:

e Generative Adversarial Networks (GANS) — CUHTETUYHU N300pakeHns



PasmsaHa Ha nuua (face swapping)
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Yu, P., etal.: A Survey on Deepfake Video Detection. IET Biom. 10( 6), 607— 624 (2021). https://doi.org/10.1049/bme2.12031



PekoHCTpyKumsa Ha nuua (face reenactment/puppetry)
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Kim, H., et al.: Deep video portraits. ACM Trans. Graph. 37(4), 1-14 (2018)



Generative Adversarial Networks (GANS)

Real data
instances

Ramdom noise
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created



Pa3zno3HaBaHe




Kak ce cb3gaBaT MoAgenu 3a pa3srno3HaBaHe Ha deepfakes?

Mpoueca Ha pasno3HaBaHe Ha deepfakes moxe ga ce 0606LWM B criedHUTe 6 CTBMKU:

M. S. Rana, M. N. Nobi, B. Murali and A. H. Sung, "Deepfake Detection: A Systematic Literature Review," in IEEE Access, vol. 10, pp. 25494-25513,
2022, doi: 10.1109/ACCESS.2022.3154404.



[TpunoxeHus




[lonoXutenHum NPUIOXEHUA

® KWHO MHOyCTpuATa
e obpasoBaTenHu uenn (Cb3gaBaHe Ha MHOMOE3NYHO CbabpXXaHue)
® ,Bb3KpecsiBaHe" Ha NCTOPUYECKU JIMYHOCTU

® TbproBusTa (4aBa Bb3MOXHOCT [a ce BUOAT NpoayKkTute 6e3 ga ce xoam BbB
domsnyeckn marasuH)



HeratnBHun acnekTtu

e Cb3[daBaHe Ha Ae3nHdopMauns

e Cb3adaBaHe Ha nopHorpadpcko cbabpxaHue - npe3d 2019 r. DeepTrace
yCTaHoBsIBa, Ye 96% oT gunndenkoBeTe ca BMaea ¢ nopHorpadycko
CbabpXXaHue.

e Kpaxbu Ha caMONUYHOCT

° (*)I/IHaHCOBI/I N3Mamun



[Tpumepn




[nnndenk TexHonorMm B peknamara

o JIMHK KbM peknamarTa: https://www.youtube.com/watch?v=Yewm6T{LZ3Q

. Kak ca cb3ganu gunndpenk obpasa: https://www.youtube.com/watch?v=BQLTRMYHwWVE&t=97s

DEEPFAKE

7

ORIGINAL SHOT



https://www.youtube.com/watch?v=Yewm6TfLZ3Q
https://www.youtube.com/watch?v=BQLTRMYHwvE&t=97s

[TbpBMAT annndpenk cepuan

https://www.youtube.com/@unreal jason/videos

-
o

nmmzucou R

Tpeunnep NMMXXencoH cepuan 2022

21K views * 2 months ago



https://www.youtube.com/@unreal__jason/videos

[eorpadckm gnnndenkc

a)

Figure 4. Fake satellite images of a neighborhood in Tacoma with landscape features of other cities. (a) The original CartoDB basemap
tile; (b) the corresponding satellite image tile. The fake satellite image in the visual patterns of (c) Seattle and (d) Beijing.



CheapFakes
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DEEPFAKES More expertise and technical resources required
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Less expertise and fewer technical resources required  CHEAP FAKES
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rpa




Koe nsobpaxeHne € UICTUHCKO U Koe Annndoemnk?




Aunndenk McTuHcko




Koe nsobpaxeHne € UICTUHCKO N Koe ANNndoeunk?




Ouwundenk MUcTuHcko




bnarogapsa su!
silvia.gargova@gate-al.eu

AKO UckaTe Ja nony4vaBaTte U3BECTUS 3a NPeacToALLMN CbOUTUA MoXeTe Ja ce
3anuLleTe B HALUUAT MEUNUHI NUCT KaTo ckaHupaHe QR kopa:
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