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CbabpxKaHune

NHCTpYyMEHTU 3a NnpoBepKa Ha aBTEHTUYHOCTTA Ha N306pakeHnst n Buaeo
MeTagaHHu

NHCTpYMEHTU 3a NpoBepKa Ha aBTEHTUYHOCTTA Ha TEKCTOBE

CounanHu meamu

NHCTpYyMEHTU 3a NpoBepKa Ha agMUHUCTpaTUBHA MHopMaumd
NHCTpYMEHTU 3a NpoBEpPKa Ha Hay4yHa MHd opMauuns

ApxusupaHe

NHCTPYMEHTU 3a MaLLUWHEH NpeBOA




N3o00paxxeHnsa n Buaeo




ObpaTHO TbpceHe Ha N300paxkeHuns

e Tbpcadku:

Google Images e [lob6aBku 3a 6paysbpa:

Yandex Images

- RevEye Reverse Image Search
Bing Images

- TinEye Reverse Image Search
Baidu Image Search

e baHku 3a n3obpakeHus:

- Search by Image

- Getty Images
- iStock
- Shutterstock

- Adobe Stock XA
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Ko MHCTpPYMEHT 3a obpaTHO TbpceHe € Han-400bLp?
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Yandex

Bing

TinEye

CpasHeHue Ha 8b3MOXHOCMume Ha obpamHOmMo MbpceHe 3a @
pasnudyHume(Aszaycm 2019) TRACES


https://www.domaintools.com/resources/blog/a-brief-comparison-of-reverse-image-searching-platforms/

Kak na pasbepem ganu eqHo nsodbpa)keHne nnm Buaeo € MaHunynmpaHo?

InVID WeVerify

NHCTpyMeHTM 3a aHanu3 Ha n3obpakeHus

NHCTpymMeHTH 3a aHanu3 Ha BUOEO

NHCTpYyMEHTM 3a aHanm3 Ha CbAbpXKaHue OT counanHuTe Meamm
Mo3BonsiBa aHanM3 Ha MeTagaHHU U aBTOPCKW NpaBa U Apyru
PaspaboTBa ce akTUBHO

3a HenpodecnoHanHo 1 NnpogecmoHanHo n3non3saHe

Fotoforensics

Forensically

TRACES


https://fotoforensics.com/
https://29a.ch/photo-forensics/#error-level-analysis

DeepFakes




IHCTpyMeHTU 3a pa3no3HaBaHe Ha aunndpenkose

e N306paxeHns

- DeepfakeProof
e Bwupeo

- Deepware Scanner

- DeepFake-o-meter
e Ayano

- https://github.com/dessa-oss/fake-voice-detection

- https://github.com/Amey-Thakur/DEEPFAKE-AUDIO
e [pyru

- Reality Defender

_  Sensity /\
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https://chrome.google.com/webstore/detail/deepfakeproof/ehjldchkbnfkmicpofahcghimhkkpngo
https://scanner.deepware.ai/
https://zinc.cse.buffalo.edu/ubmdfl/deep-o-meter/
https://github.com/dessa-oss/fake-voice-detection
https://github.com/Amey-Thakur/DEEPFAKE-AUDIO
https://www.realitydefender.ai/
https://sensity.ai/deepfakes-detection/

Deepware Scanner

® VIHCTPYMEHT C OTBOPEH KO 3a pa3no3HaBaHe

Ha aunndpenk Buaea.
e Yeb Bepcusi 1 MOOUITHO NPUNOXKEHNE

https://v

Scan & Detect Deepfake Videos

Place a video link or upload a video

NWW.eXamp le.com

,,,,,,,,,,,,,,,,,,,
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Deepware Scanner

(1) DEEPFAKE DETECTED

New Scan

Name: https://youtu.be/cQ54GDm1el0 Youtube 2020-05-18 18:13:42 UTC
/\ Size: 3.1 MB
Model Results Video Audio
Deepware: DEEPFAKE DETECTED(97%) Duration: Duration:
Resolution: ' Channel:
Frame Rate: : I Sample Rate:
Codec: : Codec:



Deepfake Proof

e DeepfakeProof e gobaBka 3a
6paysbpa. " DUCKDUCKBOOSE

e CkaHupa nsobpaxeHusaTta 1 npu @
naeHTUuU3npaHe Ha gMnndoenk mg 4
npegynpexaasa norpedutens. ‘

e He ckaHupa nsobpaxeHuara, e

4

KOWTO ce nosiBABaT B pe3ynratute
Npu TbpCeHe.

e He nogaovpxa 6paysbpute Firefox
n Safari




MeTagaHHU




MeTapgaHHM Ha n3obpa)keHne nnn Bnaeo

e OCHOBHU geTannn BbB oannoseTe

e Pabotu camo c opurnHanHo nsobpaxeHune/snaeo (nnatopmuTe Ha
coumnanHute meanm obMKHOBEHO NpemMaxBaT MeTadaHHUTE MNpu KadyBaHe)

e EXIF paHHuM (Bpeme Ha 3acHeMaHe, aBTop, ycTponcTteo, GPS koopanHaTu)

- Metadata2Go

- Jeffrey's
e MeTagaHHUTE CbLO MoraT aa 6baaT NPoOMeEHeEHN, 3aToBa BUHaru e gobpe aa

ce NpoBepsiBar.



https://www.metadata2go.com/
http://exif.regex.info/down.html

TekcToBe




TO31 TEKCT OT YOBEK N € HannucaH unu oT MallunHa?

NHCTpYyMEHTH:

e https://contentatscale.ai/ai-content-detector/

e hittps://openai-openai-detector.hf.space/

e https://writer.com/ai-content-detector/

@ OpenAl GPT-3 @CHAT GPT

NV,
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https://contentatscale.ai/ai-content-detector/
https://openai-openai-detector.hf.space/
https://writer.com/ai-content-detector/

CouunanHu megmn




MHCTpYMEHTM 3a NpoBepKa Ha JaHHK 3a couuanHute megmn

e Facebook

- graph.tips
- whopostedwhat.com

- CrowdTangel
e Twitter

—~  Twitter Advanced Search
- Tweetdeck

- https://tweetbeaver.com/

— https://botometer.osome.iu.edu/

TRACES


https://tweetbeaver.com/

Hay4Ha nHdopmauus




Kak ga Tepcum Hay4Ha nHgpopmauna?

Jlunk: https://scholar.google.com/ Google Hayka

@

MOST noTpe6uTesnckmu

Bb3moxxHocmu: TbpceHe Ha MPocpur

MonTta bubnuotexa
Hay4YHW CTaTnn NO 3arfnaBue, aBTop,
rognHa Ha r|y6n|/||<yBaHe nap.

*

CuUrHanu

a8

lMokaszarenu

PaslmpeHo TbpceHe

lNnamagopmu: yeb Tbpcayka,
nobaBka 3a bpay3bp

a 8

HacTpoiiku



https://scholar.google.com/

Kak ga nposepaBamMme Hay4yHa nHdopmaumna?

e lI3ncenBaHeTo peLeH3npaHo (peer review) nn e unu pre-print?

—  [lpenpuHTbT (pre-print) e NbfiHa YepHOBa Ha Hay4YHOWU3Crle4oBaTESICKM
OOKYMEHT, KOSITO ce crnogenst nybnuyHo, npean ga e buna peueHampaHa. Ha
NOBEYETO MPEnpuUHTK ce gasa naeHtndukatop Ha undpos obekTt (DOI), 3a na
mMoraT ga 6baaT uMTUpaHu B ApYrn Hay4YHU cTaTum.

- PeueH3npaHeTo (peer review) e oueHkaTa Ha gageH Hay4Ho-
n3crieqoBaTesicCku Tpya OT ekcnepTu B obnactra. B akagemunyHuTe cpeam
peLeH3npaHeTo YeCTO Ce U3rosi3Ba 3a onpefesisHe Ha rogHoCTTa Ha AadeH
akagemudeH Tpya 3a nybnukayusi.

e Kbae e nybnukyBaHo?




Kak noa pasbepem KOu Hay4yHU CrincaHusa ca peHoMmnpaHmn?

SJR SIR
e ba3sa oT gaHHM Ha XypHanu, KouTto nyonunkyBaT Ka4yeCTBEHU Scimago Journal & Country Rank
nacrnenBaHug
OPEN
e TbpceHe no ume Ha cnucaHue unun ISSN GLOBAL
' DOAJ TRUSTED

The Directory of Open Access Journals

e [faHHu 3a Haa 17000 cnucaHma ¢ OTBOPEH AOCTbM {m' ety oF
o L open access
® CruncaHus C sICEH MU YCTONYMB NPOLEC 3a PeLieH3npaHe books

Directory of Open Access Books

e 00o06waBa gaHHu 3a Hag 50000 Hay4YHU KHUMK



https://www.scimagojr.com/
https://doaj.org/
https://doabooks.org/

NHdopmauna 3a asTopute

[Tnatdopmu fasalum MHGOpMaLMA 3a aBTOpUTE:
e Google Scholar
e Researchgate

e academia.edu

NOTPEBUTENCKM NPO®KN

Stephen Hawking ‘ MONYYABAHE HA MO COBCTBEH

Professor of Physics, Cambridge University
MoTBbpAeH umeiin agpec: hud.ac.uk

general relativity unified field theory
lMNosoBaBaHus MPEINE[ HA BCUYKA

Beuuku Or 2018

3AIMNABWE NMO30BABAHNA rOANHA Mo30BaBAHNA 142223 36897

h-uHagekc 130 72
Particle creation by black holes 14807 1975 110-vHpexc 412 224
SW Hawking

Euclidean quantum gravity, 167-188
8000

The large scale structure of space-time 14699 2023

SW Hawking, GFR Ellis 6000
Cambridge university press

A brief history of time: from big bang to black holes 9076 2009 4000
S Hawking

Random House 2000
Black hole explosions? 6653 1974 0

-
SW Hawking 2016 2017 2018 2019 2020 2021 2022 2023
Nature 248 (5443), 30-31




ApxmBupaHe




ApxmnBupaHe Ha yeb ctpaHuuu n gurntanHm onbnnotekn

Internet Archive is a non-profit library of millions
of free books, movies, software, music, websites,

and more.
0
‘o lm Y B
3™ 9.2M 15M 2.5M 960K 4.6M 245K 1.6M

e Wayback Machine

ID

e archive.ph

- archive.today e — (o)
) arChive. iS vance earchn
e perma.cc
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MalunHeH npeBoa




Google Translate n DeepL

J1eCHU 3a M13norsri3BaHe
OOCTBIHN — oe3nnartHu BEPCUA

nogabpXkaT MHOro nnatgopmu - yeb
Bepcusi, nobaska 3a 6paysbp,
MOOUMHO NPONOXeHNe, AeCKTOonmn
npunoxeHne (camo Deepl),npeBog
Ha Uenn OOKYMEHTU

Google Translate

e DeepL Translator




bnarogaps su!

Bbnpocu?
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